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PexomMenaanuu no codaoaeHuI0 kjaueHramu OouecTsa ¢ OrpaHUY4eHHOii 0TBETCTBEHHOCTHIO
«Ynpasasiomasi Komnanns «CAI'A» npaBui uHgopMauuoHHo# 6€301aCHOCTH

Hacrosmme Pekomennanuu no cobmtogenuto kaueHTamu OO1iecTBa ¢ OrpaHU4eHHON OTBETCTBEHHOCTBIO
«Ympasisttomas Komnanus «CAT'Ay» (nanee — Yopapistonias KOMIaHusi) TpeboBaHUi K MHGOpMaMOHHON
0€30IacHOCTH TP HCIIONB30BaHUM yCIyr Ympapisttomedi Kommanmm» pa3paboTaHO B COOTBETCTBHH C
TpeboBanusiMu [TojokeHUs] 00 YCTaHOBICHUN O0A3aTEIBHBIX U HEKPEAUTHBIX (PHMHAHCOBBIX OpraHH3aIUid
TpeOOBaHMIA K O0CCIICUCHHIO 3aIUTHI HH(POPMAIIMH TP OCYIIECTBICHUH JIEATSILHOCTH B cepe PUHAHCOBBIX
PBIHKOB B IIEJISIX TPOTHBOJCHCTBHUS OCYIIECTBICHUIO He3aKOHHBIX GrHaHCOBBIX oneparuii 20.04.2021 roma Ne
757-I1 u mojyIeKaT JOBECHUIO JIO CBEICHUS KIIMEHTOB Y TPaBJIsAIoIIel KOMITaHWH.

1. YBenomjienue o puckax nHGpopManMoHHOI 6€30MACHOCTH, CBSA3aAHHBIX ¢ HECAHKIHOHUPOBAHHBIM
AOCTYIIOM, BPeAOHOCHBIMM KOJIAMM M MHBIMH IPOTUBONPABHBIMH 1eliCTBUAMHU TPeTbHUX JIMIIL.

1.1 Knuents! Ynpasmsomeld KOMIaHUA HECYT PUCKHA BO3MOXKHBIX (DHHAHCOBBIX TIOTEPh BCIIEACTBUE
CJIEYIOLINX OOCTOSATENHCTB:

— TIONy4YCHHE JHIAMH, HE OOJIQJAIOMUMH IIPABOM OCYIIECTBICHHS (PMHAHCOBBIX OIEpaluil OT JIHIA
KIIMCHTA, HECAaHKIIMOHUPOBAHHOTO TOCTYIA K 3aIlXIIaeMOi HH(POPMAIIHH;

— yTpara (HampuMep, BCIEACTBUE XUILEHHU) HOCUTeNel HHPOPMAalIUH, KITH0UYeH 3JIEKTPOHHON MOIICH,
C UCTIOTTb30BaHNEM KOTOPBIX OCYIIIECTBISIETCS] B3AUMOACHCTBHE C Y TPABIISIONICH KOMITAHUEH;

— BO3JIeICTBHE BPEIOHOCHOTO KO/a (BPEJOHOCHBIX MPOrpaMM, MPUIIOKEHHUI) Ha yCTPONCTBA KIIMEHTa, C
KOTOPBIX COBEpIIAIOTCS (PHMHAHCOBBIC ONEPalldil WIH OCYIICCTBISICTCS B3aMMOICHUCTBHE C Y IIPABIIOMICH
KOMMaHueH (MIaHIeT, MOOMITBHBIN TenedoH U T.1., lajiee — yCTPOHCTBO);

— COBEpIIECHUE B OTHOILIEHUH KJIMEHTa UHBIX IPOTUBOIPABHBIX 1EHCTBUIMA.

1.2. [Ipu B3aumozaeiicTBUU C YTpaBisiolmeld KOMIAHUEH M OCYIIECTBICHUHM OIepanuil KIneHTaM
cieqyeT NMPUHUMATh BO BHUMAaHUE PUCK IMOJIyYEHUs] TPETbUMH JUIAMHU HECAaHKLMOHHPOBAHHOTO JOCTyHa K
HHPOPMAINH C IETBI0 OCYIICCTBICHUS WMH HECAHKIIMOHHPOBAHHBIX OIEPAIlii ¢ MMYIISCTBOM KIUCHTOB.
Takue pucKy MOTYT BO3HUKATh, B TOM YHCIIE, BCIEICTBUE CIENYIOIINX COOBITU:

— Kpaxka apoJis WM HHOTO HACHTU(HUKATOPA JOCTYIIA, HHBIX KOH(PUCHIHATBHBIX JaHHBIX, ¢ IOMOIIBIO
CTIEIUABHBIX YCTPOWCTB W/MIH BPEIOHOCHOTO KOJAa W HWCIOJB30BAaHHE 3JIOYMBINUICHHUKAMH YKa3aHHBIX
JaHHBIX JIs1 HECAHKITUOHUPOBAHHOI'O JOCTYIIA,

— YCTaHOBKa Ha YCTPOWCTBO BPEAOHOCHOTO KOJA, KOTOPBIN IO3BOJIMT 3JI0YMBIIIJIEHHUKAM OCYIIECTBUTh
ofepalry OT UMEHU KIIMEHTa Y IPaBIIAIOIEH KOMIIAaHUY;

— Kpaka WIM HECaHKLHMOHUPOBAHHBIM NOCTYN K YCTPOMCTBY, MOCPEACTBOM KOTOPOTO KIHEHT MOXKET
MOJIb30BATHCA yCJIyraMu anaBnH}omef/'I KOMITaHUU JJI TOJIYUYCHUS JaHHBIX I/I/I/IJ'[I/I HECAaHKITMOHUPOBAHHOT O
JIOCTyIa K yCIIyraM ¢ 3TOro yCTPOMCTBa.

— HECAaHKIMOHUPOBAHHOE IMOJyYEHHE 3JOYMBIIUICHHUKAMH MEPCOHAJBHBIX JAHHBIX  KJIHMEHTA.
OnucaHHbBINA PUCK MOXKET pe€ajIn30BaThCA, IMOMHUMO IIPOYCTO, KOTrAa 3JIOYMBIIJICHHUK TMPCACTABIACTCIA
COTPYAHHUKOM anaBnH}omef/'I KOMIIAaHUU WU TEXHUYCCKUM CIICHHUATIMCTOM, WJIHW UCTIOJIB3YET UHYIO JICTCHAY U
MPOCHT KIMEHTa COOOUINTh €My KOH(HICHIMANbHBIC NAaHHBIC WIH HAMpaBisieT MOIACTbHBIC MOYTOBEHIC
COOOIIEHHSI C TIPOCHOOI MPEIOCTaBUTh HH(OOPMALIUIO WA COBEPIIUTH JCHCTBHE, KOTOPOE MOXKET IMPUBECTH K
KOMITIPOMETAIINH YCTPOICTBA;

— TIepexBarT IMOYTOBBIX COOOIICHHU U MOTYICHIS HECAHKIIHOHUPOBAHHOTO TOCTYIA K BEITUCKAM, OTYETaM
u npoueit prHAHCOBOI MH(OPMAIIHK, ECITH JIIEKTPOHHAS OYTA KIMEHTA UCTIOIB3YeTCs Tl HH(POPMAITHOHHOTO
oOMeHa ¢ Ympaeistonield komnanueid. B cirydae monydeHuns J0CTyma K MouTe KJIMEHTA - OTIPaBKa COOOUICHUN
Ypapnsiomnield KOMIIaHUU OT €r0 UMEHHU.



1.3. OnucaHHbIE BBIILE PUCKH, CBA3aHHBIE C YTPaTOd M KOMIpOMETalMell yuyéTHBIX AAHHBIX HECET
BIIa/IeTIel] TAKUX JAHHBIX.

2. Mepbl 10 Npe0TBPAIEHUI0 HECAHKIMOHMPOBAHHOIO 0CTYNA K 3alliMIaeMoii uHpopManuu.

2.1. Knuentam O61ecTBa peKOMEeHIyeTcsl IpeANpUHATh BCe JOCTYIHbBIE MEPHI Ul IPEeIOTBpaIlSHUs
HECaHKIIMOHUPOBAHHOTO JIOCTYIA K 3amuinaeMon wHpopmaruu. [l ykazaHHBIX nened kimenTam OOmiecTsa
clieyeT MPUHSTh, TOMUMO MPOYEro, CIEAYIOIINE MEPHI:

2.1.1. OoOecneycHue HaISKAIICH 3aIIUTH YCTPOHCTBA, ¢ IOMOIIBIO KOTOPOTO KIUCHTHI MOJB3YHOTCS
yciryramu OO1miecta 1 oOMeHNBaroTCst nHGopMarueld ¢ O0IecTBOM:

— JCIIONB30BAaHHE TOJBKO JIMIICH3WPOBAHHOTO MPOTPaMMHOTO OOeCTIeYeHHs, MOIY4YeHHOTO U3
JOBEPEHHBIX HCTOYHUKOB.

— 3amIpeT Ha YCTaHOBKY MIPOTPAMM H3 HETPOBEPEHHBIX HCTOYHUKOB.

— HCIOJIB30BaHUE CPECTB JIEKTPOHHOHN 0€30MaCHOCTH U 3aIUUTHI, TAKUX KaK aHTUBUPYC C PETYISAPHO U
CBOEBPEMEHHO OOHOBJISIEMBIMH 0a3aMu, IEPCOHATIBHBIN MEKCETEBOM IKPaH, 3aIUTa HAKOIUTENS U IPOYHX;

— HACTpOWKa IpaB JOCTYIa K YCTPOHCTBY TaKUM OOpa3oM, YTOOBI HECAHKIMOHHPOBAHHBIN IOCTYII K
nH(pOpMAIMK Ha TAKOM YCTPOWCTBE ObLIT HEBO3MOKEH JIaXKe MPU yTpaTe YCTPOICTBA BlaleiblieM;

— XpaHEHHE U UCTIOIB30BaHUE YCTPONUCTBA CIIOCOOOM, MCKITIOUAIOIINM PHCKH €T0 KPaXKH W/HITH YTEPH.

— CBOEBPEMEHHOE OOHOBIICHHE OTIEPAIMOHHON CHCTEMBI YCTPOHCTBA;

— aKTUBaIMs apoJIbHOM MM MHOM 3aIUTHI 715 JOCTYIA K YCTPOMCTBY;

— He3aMeIIUTENFHOS U3MEHEHHE YICTHBIX TaHHBIX, HCIOIb3YeMbIX IS AOCTyMa K ycayram ObmecTBa,
MocJie yAaJeHHus ¢ YCTPOcTBa 00HAPY>KEHHOTO BPEIOHOCHOTO MPOTPaMMHOTO 00ECTICUSHHS;

— Tmepejada 3amuinaeMoid MHGOpMalUM KIHMEHTOB TOJBKO uYepe3 Oe30rmacHble OeCIpOBOAHBIE CETH.
PaboTtas B 0O0mIEeZOCTYyHBIX OECHPOBOAHBIX CETAX KIMEHTaM HE CJIeOyeT BBOIUTH YYeTHHIC JaHHEIC,
HCTIONB3yeMBbIe U IOCTYTIA K yeryram O0mmecTsa.

2.1.2. Obecnedenue KOHGUACHITMAILHOCTH 3aIIUAIIAEMON HHPOPMAIIHH:

— XpaHEHHWe B TallHe HICHTH()HUKAMMOHHBIX MAHHBIX W KIIOYCBOM WH(OPMAINH, IONYYCHHBIX OT
O6mecTBa. B ciydae koMnpoMeTalui yKa3aHHBIX JaHHBIX KIIMEHTY ClIeyeT MPUHATh MEPHI AJI1 CMEHBI TAKHX
JAHHBIX W/ yBegomieHus O0IIecTBa 0 ©X KOMIIPOMETAIINH;

— COOJIIo/IeHNE TIPUHITUITA PA3yMHOTO PACKPHITHS HH(POPMAITIH O HOMEPaX CUSTOB, TACTIOPTHBIX JaHHBIX,
uHON mHpopMarmu. B ciaydae 3ampoca y KiIMeHTa yKa3aHHOM MH(OpMaLUH B CBSI3U C OKa3aHMEM YCIYT
VYrpasistomeit KoMIaHueH, KIHEHTY CIeIyeT 10 BO3SMOKHOCTH OLEHHUTh CHTYAIHIO M YTOYHUTH ITOJTHOMOYHS
OTHpAaBUTEIS 3ampoca M MPOUEAYypY HIpPeAOCTaBICHUS WH(POPMAIH HEMOCPEACTBEHHO Y YTpaBistomien
KOMIIaHHH.

2.1.3. TlposiBiieHHE OCTOPOKHOCTH M TTPEIyCMOTPUTEILHOCTH:

— KIIMCHTY anaBnﬂIomef/'I KOMITaHUU CJICAYET MPOABJIATH MOBBIMICHHYIO OCTOPOXXHOCTL B CICAYIOIINUX
00CTOATENBCTBAX:

a) TIPH MOYYSHHUH DJIEKTPOHHBIX COOOIIEHUH CO CChUIKAMH U BIOXKEHUSMH, TaK KaK OHH MOTYT
MIPUBECTH K 3apayKECHHUIO YCTPOUCTBA KIMEHTA BPEAOHOCHBIM KOJIOM;

0) IpH IPOCMOTpe/paboTe ¢ caliTamu B ceTH MHTEepHET, Tak KaKk BPEIOHOCHBIM KOJI MOXET OBbITh
3arpy’KeH c caiita;

B) TIpH MOJy9YeHUH (aiiyIoB B apXUBE C ITAPOJIEM, TaK KaK B TAKOM (haiiire MOXKET OBITh BPEIOHOCHBIN KOJI.

BpenoHocHBINM Ko, MONAB K KIMEHTY yepe3 MOUTy WIM CChUIKY Ha callT B ceTu HHTEpHET, MOXKET
MOJYYHUTH JOCTYII K JIFOOBIM JaHHBIM M HH()OPMAIIMOHHBIM CHCTEMaM Ha 3apaKEHHOM YCTPOMCTBE.

— CIemyeT BHUMATEIBHO MPOBEPSTH OTIPAaBUTENS DJICKTPOHHBIX coolmieHuil. Bxomsmee coolmienue
MOXET OBITh OT 3JIOYMBINUICHHUKA, KOTOPBIA MAaCKHUPYeTCsl MOJ YTPABILIOMIYI0 KOMIIAHHIO WM HHBIX
JIOBEPEHHBIX JIMLL;

— KJIMCHTaM anaBnH}omeix'l KOMITaHNU HE PEKOMCHAYCTCA 3aXOAUTh Ha CaﬁTLI, B CUCTEMbI YJaJICHHOT'O
JOCTYTIA C HEMPOBEPEHHBIX YCTPOMCTB, KOTOPHIE KJIMEHT HE UMEET BO3MOXKHOCTH KOHTPOJIUPOBATh.;

— TIpU HAJWYHH B CPEICTBAX MACCOBOW MH(OPMAIIMU U Ha caliTe YTpaBILIIONIeH KOMIIAHHY CBEICHUI O
TOCHICAHUX KPUTUYHBIX YA3BUMOCTAX U O BPCIOHOCHOM KOJEC, KIIMCHTAM PCKOMCHIAYCTCA MPUHUMATL TaKYIO
HH(POPMAIIHIIO K CBEJICHHUIO;

— TIpH OOpaIeHNH B YTIPABIISIONIYI0 KOMIIAHUIO KITUEHTY PEKOMEHTyeTCS OCYIIECTBISATh 3BOHOK TOJIBKO
o HoMepy TelieOoHa, YKa3aHHOMY Ha caiite YTpasisiromnleil KoMnaHuu B ceTu HTepHeT;



— TIpU IPEIOCTABICHUU KIMEHTOM JIOCTYIA K YCTPOWCTBY TPETHHUM JIMIIAM KIIUEHT HECET PUCK 3arpy3Ku
TaKUMH JIUIIAMU Ha YCTPOHCTBO BPEIOHOCHOTO Kona. B cirydae yTpaThl ycTpOWCTBA 3IIOYMBIILICHHUKH MOTYT
BOCTIONIB30BATHCS MM JJIS JOCTyTA K cucteMaM OOIecTBa OT JIMa KIINeHTa;

— KJIHEHTY pPEKOMEHAYETCS WCIONB30BaTh [UIA CBS3M C YIPaBBIONICH KOMIAHHEH OTHENbHOE,
MaKCHUMAJIBHO 3aIUIIEHHOE YCTPOUCTBO, TOCTYI K KOTOPOMY €CTh TOJBKO Y KITUCHTA;

— KOHTaKkTHas WHQOPMAIMS, TPEIOCTABICHHAS KIMCHTOM YNPABISAIOMEH KOMITAHUH, IOJDKHA
MOJICP)KUBATECS B aKTYaJbHOM COCTOSHHMH JJISI TOTO, YTOOBI B Clydae HEOOXOAWMOCTH IPEICTABUTENb
VYnpagisitoriei KOMIIAaHUE MOT OTIEPATUBHO CBS3aThCS C KITHSHTOM.

2.1.4. B ciydae HCIIONB30BaHUS KIMEHTOM TIPH B3aUMOJICHCTBHM C YTPABISIONICH KOMITAHUEH
AJIEKTPOHHOM TOIMUCH, KITUCHTY PEKOMEHTYETCS:

— HCIIONB30BATh UL XPAaHEHUS KIF0UEH 2IeKTPOHHOH HOAIMCH BHEIITHHE HOCHUTEIH;

— BHHMATEJIhHO OTHOCUTHCS K KIFOUEBOMY HOCHTEITIO, HE OCTABIIATH €ro 0€3 IPUCMOTpa U He TiepeaBaTh
TPETHUM JIHIAM, H3BIICKATh HOCHTENU U3 KOMITBIOTEPA, €CIIH OHU HE UCTIONB3YIOTCS IS PaOOTH;

— HCIIONB30BAaTh CIOXHBIC MAPOJH UL BXOAa HA YCTPOMCTBO M JUIS JOCTYIA K KIIFOYaM DIICKTPOHHOU
TIOJIVCH, HE XPAaHUTH [TAPOJH B TEKCTOBHIX TOKYMEHTaX Ha yCTPOUCTBE.

2.1.5. [Ilpwu pabore c 3amuimaemoii nH(GopMaIreil Ha HEpPCOHATFHOM KOMIIBIOTEPE PEKOMEHIYeTCS:

— HCIIONB30BaTh JIMIIEH3MOHHOE IpOrpaMMHOE obecrieueHne (OIeparioHHbIe CHCTEMEI, O(ICHBIC
MAaKeTHl U T.11.);

— CBOEBPEMCHHO yCTAHABJIHMBAThH aKTyalbHbIC OOHOBJICHHS 0€30IMaCHOCTH (OIEePaUOHHBIC CUCTEMBI,
o(UCHbIE TAKETHI U T.1.);

— HCIIOJB30BaTh aHTHBUPYCHOE MPOTPaMMHOE 00CCIICUeHHE, PEryIsIPHO OOHOBIIATh AHTUBUPYCHBIC
6asmr;

— HCIIONB30BaTh CHENHAIN3UPOBAHHBIC MTPOTPAMMBI LIS 3AIMUTH HHPOPMAIINH M CPEACTBA 3aIIUTHl OT
HECAaHKIIMOHUPOBAHHOT'O JIOCTYIIA;

— HCIIONB30BATh CIOXKHBIE TTAPOITH;

— OTrPaHHYHTH JOCTYI K KOMIBIOTEPY, HCKIIOYNTH (OIPAaHUYNTH) BO3MOXKHOCTh TUCTAHIIMOHHOTO
MOIKITIOYCHNUS K KOMITBIOTEPY TPETHUM JTHIIaM.

2.1.6. Tlpu paboTe ¢ MOOHIILHBIM YCTPOHCTBOM HEOOXOUMO:

— HE OCTaBJATh YCTPOMCTBO ©O€3 MpPHCMOTpa, YTOOBl MCKIIOYUTh €r0 HECAHKIIMOHHPOBAHHOE
HCTIOJIb30BAHUE;

— HCIIOJIB30BaTh TOJIBKO O(bI/ILlI/IaJ'H)HI)Ie MO6I/IJ'H)HI)IC NPUIIOKCHUA, 3arpy’KC€HHBIC TIIpU IMOMOIIU
o(pHIMaTbHBIX Mara3nHOB MPUIIOKEHHN;

— HE TepexoAWTh IO CChUIKAaM W HE YCTaHABIWBATh MPUIOKEHUS/OOHOBIEHHUSI O€30MacHOCTH,
MpHUIIeNIe B cMc-cooOmmennn, Push-yBemoMiIeHUN Wid MO AJIEKTPOHHOW TMOYTE, B TOM YHCIE OT UMEHHU
OOGiiecTBa;

— YCTaHOBWTH Ha YCTPOMNCTBE MapoJib IS TOCTYIA K yCTPOHCTRY.

2.1.7. Tlpu obmeHe uH(popmanmel yepe3 ceTb MHTEpHET peKOMEHTYeTCS:

— HE OTKpHIBaTh NHCHMa H BIOXCHHS K HHM, IONYYCHHBIE OT HEHM3BECTHBIX OTIIPABUTEICH 10
3JIEKTPOHHOM TI0YTE, HE IEPEXOIUTh TI0 COMEPIKAIIMMCS B TAKHX MUCHMAX CCHUIKAM;

— HC BBOAUTDH NICPCOHAIIBHYIO I/IH(I)OpMaHI/II'O Ha HE BbI3BIBAIOIINUX JOBEPHUC calTax u APYTrux HEU3BCCTHBIX
KIIUCHTY pecypcax;

— HCKIIIOUYHUTH IMTOCCIICHUEC CaliTOB COMHUTEILHOTO COACpIKaHUs,

— HE COXPaHATH MApOJIH B TAMATH HHTEpHET-0pay3epa, €CI TPETHH JIMIAa UMEIOT JOCTYII K KOMIIBIOTEPY;

— He HAKUMAaTh Ha OaHHEPHI ¥ BCIUTBIBAIOIINE OKHA, BOSHUKAIOIIUE BO BpeMs paboThI B ceTH MHTEpHET;

— OTKpBIBATh (hailiIbl TOIBKO H3BECTHRIX KIMEHTY PACIIUPCHHH.

2.2. [lpu momo3peHWH B KOMIIPOMETAIMH D3JCKTPOHHOM MOIIHCH WIH HECAHKIMOHHPOBAHHOM
JBIDKCHUH aKTHBOB KIHCHTY CIEAYeT HE3aMEMIHTEIbHO O00paIiathCss B YMPABISIOMIYI0 KOMITAHHIO 10
TenehoHy W/WIN afpecy dIEKTPOHHOH IOYTHI, YKa3aHHBIM Ha O(HUIIMAIBHOM caiTe YIpaBJSIONIeH KOMITAHUH
B cetn IHTEpHET.



